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GCRYPITOGRAPHIG TOOLS

Fully Homomorphic Encryption (FHE) and Distributed Key Generation (DKG)

Compute a machine’s speed securely — no one ever learns the secret flags and
speed formula.
e Fully Homomorphic Encryption (FHE) » computation on ciphertexts:
BFV scheme based on RLWE.
e Distributed Key Generation (DKG) » no single entity holds the secret.
e Speed and flags could be decrypted only by collaboration. —




GENERAL SCHEME




DISTRIBUTED KEY GENERATION

5 Judges collaborate to build one public key:
e Each judge samples a secret share Sk
e Computes a partial public value by, = —a - $; + e

e The system aggregates: 1

4
b:Zbk,SZZSk
k=0

k=0

Public key = (a,b) known to all.
Secret key never reconstructed — it's split across judges.
No single party can decrypt alone.



SPEED FORMUIA
S = t' Wt

How W is constructed ?
Fach judge generates random A;, € Z'1° computesWw, = 4; A,
and encrypts it Enc(Wy).
Then:

Enc(W) = Z Enc(Wy)
k=0

Fach Ai A is positive semi-definite so W is also semi-definite.




SECURE SPEED GOMPUTATION

e Each new car » vector t = (tg,...,t9) € (0,1000)"
e Each judge k € {0,1,2, 3,4} encrypts their part — Enc(to )

e Server computes on ciphertexts

1) Aggregate vectors: Enc(t ZEnc i)

2) Compute speed Enc(S) = Enc(tTWt) using only homomorphic addition
and multiplication.

/@ Result = encrypted speed

—




TRAINING WITH FHE

Train your car by tweaking its 10 “flags” (car parameters) —
but keep them secret thanks to Fully Homomorphic Encryption (FHE).
1.Choose which subsets of flags to train Siain  {to,...,t9}

2.For each active flag, generate a random delta A; € (—20, 420)

—

N

W -

3.Encrypt A,

4. Enc(t;!) = Enc(t;) + Enc(A;)

)




f[zte ]
OpenFHE

Player Dashboard

#& XPF Balance: 203

j}_ Your Garage:

em 0 [ 113.09 km/h | Player-F1
Gen 1 | 37.60 ka/h | Player-ri
bem 1 | Td.593 km/h | Flayer=F1
Gem 2 | §4.57 ka/h | Player-Fl
Kan 1 | 91.68 km/h | Flayer=F1
Selected Car:
Gen 0 11D ...-F1-0001
Speed: 113.09 km/h
Training Controls
Soloct fings to train {0-5):
1] t 2 3 2]
L] L] v ] L]

Trmning intensity (deita_max):

*, Train Selected Car (Cost: 1 XPF)

# Test Speed

&5 Race Selected Car (Cost: 1 XPF)

Garage: 5| Races: 3 | Trainings: 4

Game Log & Results

[10:21:24

1
il RACE RESULTS:
Your car: Flayer-Fl (Qem 0)

[1GaZ1:24]
[10:21:24]
[10:=Z1:24]
(10eZL124)
[i0sZla24)
[d=Zl:24)
([10=z2l:24)
[10e2la2
[1B:22:24]
[1D:ZLls24)
[10sZL024)
(102ia24)
[10:22:22)

[10s22:25)
[10:22:37)
[10=22:30)

[30:=22:33)
[10:22:37)
[10eZ21d40)
|10 22:40)
[A0:22:44)
| 1=22:49)

[18:22:52)
[10:23:02]
[10:23:102]
[10:23:0%)
[10:23:18]

il RACE RESULTS:

[10s23:18)
[10:23:18]
[10:23:18]
[10:23018])
[ 1G:23:18)
[10:23:18]
[10eZ3218)
[ 1G:23:18)
[10:=23:18]

BLTF=TRET]
[10:23:18)
[10:23:18)
[10e23:139)
[10:23:43)
[10:23:43]
[10:23:43)
[10:23:59]

il RACE RESULTS:

[10:23:58)
[10eZ3159]
[10:33:59)
[10:223:58)
|10223:59)
(10523159)
[10:=23:59)
[10:23:59)
[10:23:159)
[10:23:59]
[10:23:59]
[10eZ3s59)

>»> f I1l: Flayer=F1 = 113.09% kafh
#21 Storm-Al - 96.2% km'h
#3: Dlaze-Al - 17,33 kn/h
#4: RocKaT-Al = 58.64 KESN
#5: Lightnimg=Al - 46.95% Ekm/h
#&1 Thunder-A - 34.38 km/'h

WLATIONE! Flaysr-Fl [Gem 0) WOMH| (+100 ZFF)

Ciic A

*, Traiming car onm flags jl; &, 7] (delta max=Zdj)...

Your garage now has 2 car(e). Select the fastest for racimgil

Traiming car on flags (1, &, 7, 8] (dolea _max=20)...

4 Selected: Player-Fl (Gen 0) (Gem 0, 113.09% ka/h)
*u,
1

four garage now has J car(s). Select the fastest for racimal

%, Traimimg car on flags (L, &, 7, 8] (delea_ ¥ @
B Hew car created (Jem 1)1 Spoed: 84.57 ka/h
., Your garage now has 4 car(e). Selesct the f£i
4 Selected: Playar-Fl (Gen 0) (Gem O, 113.08
g Traiming car on flags [0, 1, &, 7, B) (dali
1

¥our garage now has 5 car(s). Felect the L

&8 RACE STARTINOI

Your car: Player-Fl (Gem 1)

#l: Storm-Al -
=== & k1 Player-Fi
¥ Blaza-AD

#4: Rocket-AX -

#5: Lightnimg=AT =

#6: Thunder-AT -

Winner: Storm=AI (%€.29 km/h}

4 Selected: Player-Fl (Gen 0) (Gem 0, 113.08

B RACE STARTING!

¥our car: Player=F1 (Gan 0)
»»» f #i: Player-Fil - 113.04
‘y #%: Storm-Al = 96, 24
! Blaze=Al - 7.3
1 Rocket-Al -
#5: Lightning-Al =
#6: Thundar-Al -
CORGRATULATIONS | Player-Fl [Gem 0) WOM!

Stalus: Ready 10 race!

SECURE GCOMPUTATION ENGINE

= F1-Al: Encrypted Racing

#% Race Animation

#t RACE IN PROGRESS &

&% Racing! &2




1-Al WEB APP

. F1 Al Racing Lagin

-+ F1 Al Racing
O FastAPI Train. Race. Win.

Build and optimize your Al-powered racing machine on the XRP Ledger. Every
training session refines your car's performance. Compete against other racers in
real-time tournaments where only the fastest win. Master the art of strategic
upgrades and claim your 100 XRP prize,

docker

1 XRP 100 XRP 7?7?

TRAINING COST WINNER PRIZE SPEED FORMULA [SECRET)




