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CRYPTOGRAPHIC TOOLS 

Compute a machine’s speed securely — no one ever learns the secret flags and
speed formula.

Fully Homomorphic Encryption (FHE) → computation on ciphertexts:
      BFV scheme based on RLWE.

Distributed Key Generation (DKG) → no single entity holds the secret.
Speed and flags could be decrypted only by collaboration.

Fully Homomorphic Encryption (FHE) and Distributed Key Generation (DKG)



GENERAL SCHEME



5 Judges collaborate to build one public key:
Each judge samples a secret share 
Computes a partial public value 
The system aggregates:

Public key = (a,b) known to all.
Secret key never reconstructed — it’s split across judges.
No single party can decrypt alone.

DISTRIBUTED KEY GENERATION



How W is constructed ?
Each judge generates random                    , computes    
and encrypts it               .
Then:

Each           is positive semi-definite so      is also semi-definite. 

SPEED FORMULA



Each new car → vector 

Each judge                             encrypts their part 

Server computes on ciphertexts:

1) Aggregate vectors: 

2) Compute speed                                 using only homomorphic addition
and multiplication.

Result = encrypted speed

SECURE SPEED COMPUTATION



TRAINING WITH FHE
Train your car by tweaking its 10 “flags” (car parameters) —

but keep them secret thanks to Fully Homomorphic Encryption (FHE).

1.Choose which subsets of flags to train

2.For each active flag, generate a random delta 

3.Encrypt  

4.



SECURE COMPUTATION ENGINE



F1-AI WEB APP


